Active Directory based User validation and Authentication Logic

Step1 :  Try to fetch the data (lockoutTime, displayname, samaccountname) for the user in question from the AD using the below URLs.

1. LDAP://OU=1000_CONSUMER PRODUCTS,OU=G_CPG,DC=kr,DC=om
2. LDAP://OU=1010_BEL,OU=G_CPG,DC=kr,DC=om
3. LDAP://OU=1020_COMMODITY,OU=G_CPG,DC=kr,DC=om
4. LDAP://OU=1030_PROCTER AND GAMBLE,OU=G_CPG,DC=kr,DC=om
5. LDAP://OU=1100_KHIMJI PHARMACY LLC,OU=G_CPG,DC=kr,DC=om
6. LDAP://OU=HO 5000,OU=G_CORPORATE,DC=kr,DC=om
7. LDAP://OU=1050_MARLBORO,OU=G_CPG,DC=kr,DC=om
8. LDAP://OU=5000_KHIMJI RAMDAS HEAD OFFICE,OU=G_CORPORATE,DC=kr,DC=om

Step2 :  If step1 succeeds and the user is retrieved, then note down first success URL from the above URLs and the corresponding displayname.

Step3 : If user exists then validate user locked or not with property lockoutTime 

Step4 : If step2 and step3 passes successfully, then again hit AD with Displayname, Password and URL to validate the validity of the password. This step cannot be done before Step2 and Step3 because we need to fetch the display name from AD. The username which we are using is the samaccountname.

Step5 : if step4 passes successfully, then get user details from Application Database.

